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1. General Introduction 

There are two steps to connect the Lansitec device to AWS IoT Core for LoRaWAN. 

⚫ Connecting a gateway 

⚫ Connecting a device  

This document mainly introduces how to connect Lansitec LoRaWAN devices to AWS IOT Core 

for LoRaWAN. In addition, it will help you review the uplink message from your LoRaWAN device and 

downlink the message to your device. For details, please refer to the following sections. 

Before you start, you need to verify the gateway connectivity and verify the device is set to the 

same frequency band as the gateway. 

 

1.1 Verify the gateway connectivity 

Open the AWS IoT Core Management console and change to "Gateways" overview. Select the existing 

gateway and ensure that the field "Connection Status" is populated, as illustrated below. 

 

1.2 Verify frequency band consistency 

As is shown in the figure, select the frequency plan US915 and the sub-band, which are the same as 

the gateway, 

 
  



                                                                                   

     

3 / 16 

2. Create Device Profiles 

2.1 Open the AWS IoT Core Management console and change to "Profiles" view 

 

2.2 Click on "Add device profile" and a following overview shall appear 
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2.3 Provide device profile data 

2.3.1 Select frequency band and LoRaWAN OTAA device class 

The frequency plan needs to be set the same as the gateway and your device. In addition, most 

Lansitec devices are class A. Therefore, US915-A is selected here for Lansitec devices testing. 

 

2.3.2 Add the device profile name  

 

2.3.3 Select the version of LoRaWAN specification  

This parameter should specify the version of LoRaWAN specification supported by your device. 

Currently, most Lansitec devices use MAC version 1.0.2. 

 

2.3.4 Select the version of LoRaWAN Regional Parameter 

This parameter should specify the version of LoRaWAN Regional specified in your device document. 

Currently, most Lansitec devices use LoRaWAN Regional version v1.0.2.B. 

 

2.3.5 Select support class 

Most Lansitec devices select class A, and you can use class B or class C if your device supports it. 
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2.4 Click on "Add device profile" and review the added device profile 
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3. Create Service Profiles 

3.1 Open the AWS IoT Core Management console and change to "Profiles" view 

 

3.2 Click on "Add service profile" and a following overview shall appear 
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3.3 Provide service profile data 

3.3.1 Add the service profile name 

 

3.3.2 Ensure that AddGWMetaData parameter is enabled.  

Enabling this parameter can receive additional metadata like RSSI and SNR. 

 

3.4 Click on "Add device profile" and review the added service profile 
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4. Create Destination 

4.1 Open the AWS IoT Core Management console and change to the "Destinations" view 

 

4.2 Click on the "Add destination" menu and the following overview shall appear 

 



                                                                                   

     

9 / 16 

4.3 Provide destination details 

4.3.1 Add the destination name  

 

4.3.2 Assign the message to the broker 

Select to publish the data to the message broker and create a topic for the MQTT client to subscribe.  

 

4.3.3  Choose an IAM role for destinations 

Choose an existing IAM role for destinations to provide AWS IoT Core for LoRaWAN the permissions 

necessary to send to the MQTT client. If the role is not already defined, you need to define it to appear 

in the list of roles. 

 

4.4 Click on "Add destination" menu and review the created destination 
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5. Create wireless device 

5.1 Open the AWS IoT Core Management console and change to the "Devices" view 

 

5.2 Click on "Add wireless device," and the following overview shall appear 
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5.3 Provide device data 

5.3.1 Select the wireless device specification version 

Most Lansitec devices select DevEUI、AppKey、AppEUI as identified keys and use OTAA mode to join 

a network. Therefore, you need to select OTAA V1.0.X as the wireless device specification. 

 

5.3.2 Input the root keys 

DevEUI, AppEUI, and AppKey are stored in Lansitec devices. 

 

5.3.3 Add a device name  

 

5.3.4 Select device and service profile  

Select the wireless profile and device profile you created in the previous steps. 
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5.3.5 Click on "Next" and choose a destination 

Select the destination you created in the previous steps. 

 

5.4 Click on "Add device" and review the added device 

Ensure that the "Last Uplink Received At" field is populated as illustrated below. 
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6. Verify data ingestion 

6.1 Open the AWS IoT Core Management console and change to "MQTT test client" view 

 

6.2 Subscribe to a topic you created in the previous steps 

 

 

6.3 View incoming messages  

The window will display messages sent from your device. Whatever the device is, the uplink message 

consists of some sections: 

⚫ WirelessDeviceId: The deviceID generated by AWS 

⚫ PayloadData: Base64-encoded payload from the device 

⚫ WirelessMetadata: Information on per gateway and used by the device 
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6.4 Decode Base64 data into hexadecimal representation 

As you see, the message(e.g. Icc1AooAAAAAAAAAAAA=)from the LoRaWAN device is  

binary-encoded and needs to decoded before it can be further processed. 

Refer to the Lansitec device datasheet for further information when you decode successfully. 
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7. Verify data downlink 

7.1 Open the AWS IoT Core Management console and change to the "Devices" view 

 

7.2 Select the device and click on "Queue downlink message" 
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7.3 Configure your downlink message 

7.3.1 Select a frame FPort to communicate 

 

7.3.2 Select acknowledged mode for confirming message received 

 

7.3.3 Enter in Base-64 payload referred to your product datasheet  

 

7.4 Verify message downlink  

You will receive the following popup if your downlink message is successful. Meanwhile, the device 

will execute the command, which also can help you verify. 

 

 

 


